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ol lvsiuasganiiunsids - THE FOUR LINES OF DEFENSE

L)

Senior Management

1st line of defence —
Functions that own and
manage risk

Internal
cantrols

WELEER

gement
measures

controls

Board / Audit Committee

L]

A

2nd line of defence —
Functions that oversee ricks

Comoliance

Risk Control

Finanre

Middle Otffice

Model Vahdation etc.

3rd line of defence —
Internal functions that provide
independent assurance

Internal Audit

Regulatory
supervisor(s)

/\

4th line of defence -
External Audit and Supervisor

External

Audit

GROUP OF ASSURANCE PROVIDERS  m—)

Graph 2: Four-lines-of-defence model for financial institutions
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1. Commitment to integrity and ethical values 4
2. Independent board of directors oversight 5
3. Structures, reporting lines, authorities, responsibilities 3
4. Attract, develop and retain competent people 4
5. People held accountable for internal control 5
6. Clearobjectives specified 5
7. Risks identified to achievement of objectives 5
8. otential for fraud considered 4
2. Eigniﬁcant chanﬁes identified and assessed I 3
10. Control activities selected and developed 6
11. GenerallT controls selected and developed 4
12. Controls deployed through policies and procedures 6
13. Quality information obtained, generated and used 5
14. Internal controlinformation internally communicated 4
15. Internal control information externally communicated 5
16. Ongoing and/or separate evaluations conducted s
17. Internal control deficiencies evaluated and communicated 4
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SUPPLIERS

A

PROCESS

OUTPUTS

CUSTOMERS

Who
supplies the

materials /
inputs?

What
resources are
needed or
provided by
the supplier?
Can be
materials or

information.

What steps
or activities
are carried
out to
created value
for the
customer?

What
products or
services are
created by

(or result
from) the
process?

Who are the
customers?
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